- jamf PROTECT macaroon

3awuTta yctpoucTte Apple
OT Yrpo3, XapakKTepHbIX
ona Mac

YcTpaHanTte BpegoHocHoe ang macOS 110,
ObHapyXKnBanTe yrposbl, xapaktepHbole gaa Mac,

N KOHTPONNPYNTE COOTBETCTBME KOHEYHbIX TOYEK
TpeboBaHnaM Jamf Protect.

Yrpo3bl KopnopaTuUBHOM 6€30MacHOCTH
HenpepbIBHO MEHAKOTCH,

W YHUBeEpCabHble MHCTPYMEHTDI
6e30MacHOCTN HECMOCOOHbI 06ecneynTb
YPOBEHb 3alUTbl, HEOOXOOUMBbI NS
npeaoTBpaLLeHNA U30LLPEHHbIX
COBPEMEHHbIX aTakK Ha KOPropaTUBHYHO

UHPPaCTPYKTYpPY.

W 3p0ecb Ha cueHy Bbixoaut Jamf Protect
— pelleHne, Co3fgaHHoe crneuynanbHo a4
Mac v ona 3awmTtbl Mac.

Jamf Protect — aT0 KOMMANeKcHoe pelleHre Ana
obecneyeHnss COOTBETCTBUA KOHEYHbIX TOYEK
KOpnopaTUBHbLIM TpeboBaHUAM, MOHUTOPWHIa
NHUNAEHTOB 6esonacHoCcTN B macOS, pearnpoBaHna
Ha HUX U UX yCTpaHeHna. Jamf Protect MUHUMaNbHO
BANSAET Ha NPOM3BOANTENBHOCTb YCTPOMCTBA U
paboTy KOHEYHOro Nosib3oBaTeNs.

Aane MakuHTaip, ANPeKTop 99 Eraronaps Jamf Pro Mbl ¢ 1erkocTbio passepHyu Jamf Protect.
Mo UHPOPMALMOHHBIM TEXHONOrNAM, 9TO OTKPbINO HaM HOBbIE BO3SMOXHOCTY Mac, KOTopble Mbl He
KOMMNaHUs B3aUMHOro CTpaxoBaHus BUAen paHblie. Cuctema o4YeHb yaobHa Ha npakTuke v npocTa
Build America: L1159 TOHUMAHWS



Jamf Protect pewaeT yHUKanbHble
npo6nemMbl 6esonacHocTn macOS

— OB6Hapy>XeHne N oTcnexunBaHue
Yyrpos, OpnUeHTUpoOBaHHbIX Ha Mac

Brnarogaps yrnybneHHoMy MOHUTOPUHTY

N Habnro4eHMEM 3a NOBCEAHEBHOM OEATENBHOCTbIO
B macOS Bbl BbICTPO Y3HAETE faxe 0 CaMblX HOBbIX
N CaMblX CINOXHbIX Yrpo3aXx, NCXOAALLNX

OT MPUNOXEHUI, CKPUMTOB 1 NONb30BaTENEN,

N MUHUMN3NPYETE BPEMA NPOCTOS.

— [lpepoTBpalLeHne n3BeCTHOro
BpegoHocHoro N0 gna macOS

bnarogapsa KOMnIeKCHOMY aHanmay BPe4OHOCHOIo
koga ans Mac Jamf Protect npegoTepallaeT 3anyck
BCEX U3BECTHbIX BPEAOHOCHbLIX MPOrpaMm Ha BalLmX
YCTPOWCTBax 1 6NOKUPYET 3anycK Opyrnx
HeXenaTeNbHbIX MPOorpamm.

— MOHI/ITOpI/IHF COoOoTBETCTBUA
KOHe4YHbIX Toyek Mac

OpraHnsyinTe LeHTpann3oBaHHbIn COOP AaHHbIX
XypHanos macOS co Bcex Ballnx KOMMNbHOTEPOB
Mac B cBOeW y4eTHOWM cucTeme ¢ nomMoulbto Jamf
Protect: pelleHve nepecblnaeT gaHHble n3 macOS
Unified Log B Balwy cuctemMy. MIHGopMaLMOHHble
NnaHenu BU3yanmanpyroT akTyanbHble JaHHble

O COCTOSHWM 6€30MacHOCTU U KOHOUTYpaLmm BCEX
KOHe4HbIX Touek macOS, Haxo4AWMXCA MO BaLLM
ynpaBneHnem.

— YCKOpeHHoe pearmpoaHune

Ha MHUWOEHTDbI C Mac
Jamf npepocTaensaet Bawum otaenam UT un Vb
BO3MOXHOCTb aBTOMaTM3aLUnmn 1 aMUHUCTPUPOBaAHUSA

TaKMX npoueccoB, Kak n3onauyna, ned4eHne N 04MCTKa
aTaKOBaHHbIX YCTPOMCTB.

PROTECT

jamf

— CooTBeTCcTBUE TPpeboBaHNAM
nonb3oBartenen

ObecneybTe yaob6CcTBO U KOHOUAEHLNANBHOCTb,
KOTOPbIX KOHEYHbIE MOJIb30BaTENN OXUOAT

OT ycTponcTB Apple. Micnonb3ys nogaepXXnsaemyro
NHOPACTPYKTYPY Mac 1 BCTPOEHHbIN LIEHTP
6esonacHocTn Endpoint Security Framework, Jamf
Protect cBOAUT K MUHUMYMY BO3LENCTBME Ha Balln
YCTPOWCTBA M Nosib30BaTenen.

— MMopnepxxKa co AHA BbiNycka

3afepXKa ¢ BbIXO4OM OBHOBMEHUN B6E30MaCHOCTH
He J0MKHa OblITb MOBOAOM OTKNaAblBaTh
obHoBNeHNe oo nocnegHen sepcum OC. Jamf
Protect nogaepxuaet obHoBNeHWA OC ¢ nepBoro
[OHSA VX BbIMyCcKa, MO3TOMY Bbl MOXETe 0b6eCcnevnTb
MaKcuManbHO 6e3omnacHyro paboTy ¢ camom
nocnegHem sepcmen macOS.

jamf amf Protect - Dashboards - Insight:

JAMF ADMIN & Detections @ Insigt

0 1.1 Apple Provided Software is
Current

$ Apple Security [ Computers

08 Dashboards

@ Insights

[1 Computers

o @

1.2 Auto Update Enat

@ Alerts

® Noncompliant Computers (0)
Compliant Computers (35)
Unreported Computers (12)

B\ lp ® Noncompliant Computers (33)
Compliant Computers (2)
CONFIGURATION Unreported Computers (12)

2, Analytics
0 1.5 macOS Update Installs Enabled

Exist
iﬁ‘ Plans

33 12
+ Actions l

® Noncompliant Computers (2)
Compliant Computers (33)
Unreported Computers (12)

e 2.1 Bluetooth Disabled If

35

® Noncompliant Computers (0)
Compliant Computers (35)
Unreported Computers (12)

¥ Deployments
E Prevent

e 2.3.2 Secure Screen Saver Corners e
Enabled

2.4.2 Internet Sharing Di
Account

Q) Documentation

35 35

® Noncompliant Computers (0)

® Noncompliant Computers (0)
Lamnliant Camnitare (R

sales@macaroon.ru +7 (495) 734-81-88




